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HOW SECURE ARE PASSWORDS?



How secure are passwords?

• Foundations are weak

– Authentication protocols

• LM/NTLM

• NTLMv2

• Kerberos

– Password hashes

• Dictionary attacks

• Brute-force attacks

• Rainbow table attacks



INCREASING PASSWORD 
SECURITY



Increasing password security

• Negate/Disable weak authentication protocols

• Improve password structure

– Deny dictionary words

– Require special characters

– Deny company/vertical specific words (ME, ManageEngine, Zoho, etc)



Increasing password security

• Azure AD: Improved password structure

• https://www.microsoft.com/en-us/research/wp-content/uploads/2016/06/Microsoft_Password_Guidance-1.pdf
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Increasing password security

• The details matter!

– Longer is more secure

– Character composition is essential (especially special characters)

– Resetting passwords help protect against attacks

– Dictionary word negation is important

– Banning common words is important

– Negating part of old password is important



Increasing password security

• ADSelfService Plus: Improved password structure



USING MFA



Using MFA

• Securing access to computer!

– No longer just require password at Windows logon

– ADSelfService Plus has 5 options!



Summary

• How insecure are passwords?

• Increasing password security

• Using MFA
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