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WHAT IS HYBRID?



What is Hybrid (for our definition)

• On-prem Active Directory

AND

• Azure Active Directory (AAD)



According to Microsoft



According to Reality

• Over 500 attendees in Microsoft Server session

– How many will of you will be one of these in 5 years:

• ON-prem only: 25%

• Cloud only: 0%

• Hybrid: 75%



HISTORY OF PASSWORD MANAGEMENT



History of password management

• Of course… on-prem Active Directory password management is all we have had

• Key factors

– No need for password sync… everything was on-prem AD

• Users changed password from Ctrl-Alt-Del

• Password was only needed for on-prem, as all apps local

– No need for single sign on… all apps local

– Did not have any self-service password reset option



HYBRID PASSWORD MANAGEMENT 
ENVIRONMENT



Hybrid password management environment

• Too many passwords

• Password change in one system fails to update in another system

• Too many sign ons...on-prem, AAD/O365, cloud app(s)

• Self-service password reset for all aspects of life… just not at work!



HYBRID AD: PASSWORD SYNC



Hybrid AD: Password Sync

• Users have many usernames and passwords

– On-prem AD

– AAD/O365

– Salesforce

– IBM/AS400

– Etc.



Hybrid AD: Password Sync

• When user changes password on-prem, why not changed everywhere?



Hybrid AD: Password Sync

Option 1: 
– Change password on-prem

– AD Connect sync with AAD

– AAD sync with cloud apps

• Why configure two locations to sync “from”?



Hybrid AD: Password Sync

Option 2: 
– Change password in AAD

– AD Connect sync with on-prem AD

– AAD sync with cloud apps

• Do users know how to change password in AAD?

• What are limitations of password changes in ADD?



Hybrid AD: Password Sync

• Azure AD portal password limitations

– Allowed characters: aA1$

– Disallowed characters: Unicode and spaces (Yes, NO SPACES!)

– Password length: 8 to 16 characters (Yes, 16 char maximum!)

– 3 of 4 allowed characters required

– Maximum password age: 90 days

– Password expiration notification: 14 days

– Password history for changes: Last password

– Password history for reset: No history

– Lockout threshold: 10

– Lockout duration: 1 min



Hybrid AD: Password Sync

Option 3: 
– Change password in on-prem AD

– ADSSP sync password with AAD and all cloud apps

• Users use same Ctrl-Alt-Del password change they are used to

• Increase passwords with Password Enforcer

• User is not confused as to why password change on-prem does not update AAD/Cloud



Hybrid AD: Password Sync



Hybrid AD: Password Sync



HYBRID AD: SINGLE SIGN ON (SSO)



Hybrid AD: Single Sign On

• Must sign on to every application, every time!

– On-prem

– Office 365

– Salesforce

– Dropbox

– Etc.



Hybrid AD: SSO

• Once user logs into on-prem AD… access to cloud apps!



Hybrid AD: Single Sign On



Hybrid AD: SSO

• Use TFA to secure access to some or all apps



Hybrid AD: Single Sign On

• Benefits of ADSelfService Plus

– One click access to applications through portal

– Secure access to cloud apps with TFA

– Use on-prem AD user account as foundation for all access

– Policy based access control (OUs and groups)

– Add your custom app through SAML 



HYBRID AD: 
SELF-SERVICE PASSWORD RESET



Hybrid AD: Self-service Password Reset

• Users wonder why they must call the corporate HD to reset password

• Users don’t call any other HD to reset password in their world

– Users are already trained on how to reset their own password

– You only need to have them enroll in a system

• Self-service password reset options

– Microsoft AAD

– Third party solution



Hybrid AD: Self-service Password Reset

• Microsoft provides Azure AD Self-service Password Reset

– Users must learn how to get to AAD SSPR interface

– Consider they don’t do this often.. How will they remember?



Hybrid AD: Self-service Password Reset

• Microsoft provides “Password Reset” option from GINA



Hybrid AD: Self-service Password Reset

• What if AD is not available? 



Hybrid AD: Self-service Password Reset

• Microsoft Self-service password reset limitations



Hybrid AD: Self-service Password Reset

• ADSelfService Plus

– Easy for user – from login GINA

– Reset from on-prem

– Reset from on the road

– Password is not limited to AAD password requirements

– User can see password requirements in GUI

– If user is roaming, local cache can be updated with VPN solution



Summary

• What is hybrid?

• History of password management

• Hybrid password management environment

• Hybrid AD: Password Sync

• Hybrid AD: Single Sign On

• Hybrid AD: Self-service password reset
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