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WHAT IS HYBRID? -
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What is Hybrid (for our definition)

* On-prem Active Directory
AND
* Azure Active Directory (AAD)

Windows Server
Active Directory

g Other
Directories

On-premises Microsoft Azure Active Directory
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According to Microsoft

Hybrid cloud is more
common than you
may think

67% of survey respondents were
already using hybrid cloud or
considering it as a future option.
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According to Reality

* Over 500 attendees in Microsoft Server session
— How many will of you will be one of these in 5 years:
¢ ON-prem only: 25%
* Cloud only: 0%
¢ Hybrid: 75%
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HISTORY OF PASSWORD MANAGEMENT
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History of password management

* Of course... on-prem Active Directory password management is all we have had
* Key factors
— No need for password sync... everything was on-prem AD
« Users changed password from Ctrl-Alt-Del
« Password was only needed for on-prem, as all apps local
— No need for single sign on... all apps local
— Did not have any self-service password reset option
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HYBRID PASSWORD MANAGEMENT
ENVIRONMENT
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Hybrid password management environment

* Too many passwords

* Password change in one system fails to update in another system

* Too many sign ons...on-prem, AAD/0365, cloud app(s)

* Self-service password reset for all aspects of life... just not at work!
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HYBRID AD: PASSWORD SYNC
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Hybrid AD: Password Sync

* Users have many usernames and passwords

On-prem AD
AAD/0365
Salesforce
IBM/AS400
Etc.
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Hybrid AD: Password Sync

*  When user changes password on-prem, why not changed everywhere?

ADSOLUTIONS\derek |

0ld password

New password
Confirm password

Log on to: ADSOLUTIONS
How do 1 log on to another domainZ
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Hybrid AD: Password Sync

3
Windows Server
Active Directory )
#  Other o to
Directores s . )

On-premises Microsoft Azure Active Directory Cloud

Option 1:
— Change password on-prem
— AD Connect sync with AAD
— AAD sync with cloud apps
*  Why configure two locations to sync “from”?
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Hybrid AD: Password Sync

Windows Server
Active Directory

g ot
Directories

On-premises

Option 2:
— Change password in AAD
— AD Connect sync with on-prem AD
— AAD sync with cloud apps

¢ Do users know how to change password in AAD?

¢  What are limitations of password changes in ADD?
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Hybrid AD: Password Sync

Azure AD portal password limitations

Allowed characters: aA1S$

Disallowed characters: Unicode and spaces (Yes, NO SPACES!)
Password length: 8 to 16 characters (Yes, 16 char maximum!)
3 of 4 allowed characters required

Maximum password age: 90 days

Password expiration notification: 14 days

Password history for changes: Last password

Password history for reset: No history

Lockout threshold: 10

Lockout duration: 1 min
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Hybrid AD: Password Sync

Windows Server
Active Directory

# Other to
[~ s a,..

-
‘0”5
<«

On-premises Microsoft rectory Cloud

Option 3:
— Change password in on-prem AD
— ADSSP sync password with AAD and all cloud apps

e Users use same Ctrl-Alt-Del password change they are used to

¢ Increase passwords with Password Enforcer

e Useris not confused as to why password change on-prem does not update AAD/Cloud
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Hybrid AD: Password Sync

Password Sync/Single Sign On
PP o o g o g s ki o e sk iy
n

a0t ¢ Install the Password Sync Agent to Syrchionize native Password changes and resets, Leam more

(’fB Googlea

ORACLE ORACLE
Eovsiness sue SATARROE 1] Office 365

@ mn J 'f“.'.,;;, ndesk
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Hybrid AD: Password Sync

ADSelfService Plus

Primary Domain
Server

User
Controller

Password Sync

Agent
Password Change
Captures
New Password

l

@encyped  —HTTPS ),

—_Password Reset
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HYBRID AD: SINGLE SIGN ON (SSO)
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Hybrid AD: Single Sign On

Must sign on to every application, every time!

On-prem
Office 365
Salesforce
Dropbox
Etc.
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Hybrid AD: SSO

* Once user logs into on-prem AD... access to cloud apps!
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S

R word / Unlock'Account
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Hybrid AD: Single Sign On

g Password Sync/Single Sign On
CARB iroraca e varsous companentsto e a compieta soksion or your AD ewonmark POVRRTRR 4 o oo Ao |

R o 7 MR i O e s o e Lo
GoogleAr 1) Office 365 &
m J Wzende sk 3 Dropbox

pagerduty Pasiipesve [Omingle
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Hybrid AD: SSO

* Use TFA to secure access to some or all apps

User
First factor authentication

eeBEEP

Second factor authentication

GSuite  servicenow @ Rzendesk
ol $3oopbox  EOE.S 4% slack

Cloud apps
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Hybrid AD: Single Sign On

* Benefits of ADSelfService Plus
— One click access to applications through portal
— Secure access to cloud apps with TFA
— Use on-prem AD user account as foundation for all access
— Policy based access control (OUs and groups)
— Add your custom app through SAML

Q Multi-factor Authentication
(“}{## etermine what and how end-users' authentication info (used to reset password o unlock account) should be.

83 Advanced ~ How to make users enroll?
Choose the Policy | Force Enroll v
RADIUS Authentication Mobile Authenticator SAML Authentication AD Security Questions
Security Question & Verification Code Google Authenticator Duo Security RSA SecurlD

ManageEngin?1




HYBRID AD:
SELF-SERVICE PASSWORD RESET
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Hybrid AD: Self-service Password Reset

* Users wonder why they must call the corporate HD to reset password
* Users don’t call any other HD to reset password in their world

— Users are already trained on how to reset their own password

— You only need to have them enroll in a system

* Self-service password reset options
— Microsoft AAD
— Third party solution
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Hybrid AD: Self-service Password Reset

* Microsoft provides Azure AD Self-service Password Reset
— Users must learn how to get to AAD SSPR interface
— Consider they don’t do this often.. How will they remember?

Microsoft

Get back into your account
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Hybrid AD: Self-service Password Reset

*  Microsoft provides “Password Reset” option from GINA

g’.’;_.

Kim Wolf
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Hybrid AD: Self-service Password Reset

*  What if AD is not available?

% Windows 7 Ultimate:
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Hybrid AD: Self-service Password Reset

* Microsoft Self-service password reset limitations

For Hybrid Domain Joined scenarios, the SSPR workflow will successfully complete without needing
an Active Directory domain controller. If a user completes the password reset process when
communication to an Active Directory domain controller is not available, like when working
remotely, the user will not be able to sign in to the device until the device can communicate with a
domain controller and update the cached credential. Connectivity with a domain controller is

required to use the new password for the first time.
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Hybrid AD: Self-service Password Reset

* ADSelfService Plus

Easy for user — from login GINA

Reset from on-prem

Reset from on the road

Password is not limited to AAD password requirements

User can see password requirements in GUI

If user is roaming, local cache can be updated with VPN solution

ADSelfService PLu’sﬂ'
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Summary

*  What s hybrid?

* History of password management

* Hybrid password management environment
* Hybrid AD: Password Sync

* Hybrid AD: Single Sign On

* Hybrid AD: Self-service password reset
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Thank you!

Derek Melber
derek@manageengine.com




