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WHAT IS HYBRID? -
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What is Hybrid (for our definition)

* On-prem Active Directory
AND
* Azure Active Directory (AAD)

Windows Server
Active Directory

g Other
Directories

On-premises Microsoft Azure Active Directory
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According to Microsoft

Hybrid cloud is more
common than you
may think

67% of survey respondents were
already using hybrid cloud or
considering it as a future option.
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PROVISIONING USERS -
EFFICIENTLY
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Provisioning Users Efficiently

* What are our needs/requirements for new users

Least privilege group membership

Secure initial password

Duplicate user name resolution

Email setup

User specific details (profile, home dir, login script, etc)
User account on-prem and in Azure AD/Office 365

All attributes configured, including custom attributes
Automation

Workflow
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Provisioning Users Efficiently: Least privilege

* ADUC: copy user
* Azure AD: manual
* Powershell: list groups or point to list in file

Selected Groups Groups Count: 1

Domain UsersADSCLUTIONS DEMOS#rs)

o8 Add Groups o Remove Groups

Primary Group : Bomain Users.
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Provisioning Users Efficiently: Initial password

* ADUC: manually enter

* Azure AD: manually enter

* Powershell: complex to associate with user during creation
* Random generators: net.exe, Powershell, excel

Passwa: rd Length

Password Rules
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Provisioning Users Efficiently: Duplicate names

* ADUC: guessing game
* Azure AD: guessing game
* Powershell: complex to code

r— Prevent Duplication
#|Check for duplicates at | --- Select --- ¥ |level
To correct duplicates

Apply this Naming format | Firsthame + Lasthame

® putomatically append number from [2__ |advanced settings

Specify the suffix string to remove duplicates [%]

Suffix Length :
Character to fill the length deficit : [0 |=g. s=mithos

o

Don't create object
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Provisioning Users Efficiently: Email setup

* ADUC: Clumbsy
* Azure AD: Exchange online
* Powershell: complex to code

Exchamge Ganerl - 5 | s
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Provisioning Users Efficiently: User specific settings

ADUC: manual
Azure AD: NO way!
Powershell: complex to code

Lagon script

Profile Path

| r\é Permissions

Hame folder

* Local Path: |

Connect: |2

| r\a Permissions
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Provisioning Users Efficiently: On-prem and Azure AD

* ADUC: AD Connect (only on-prem attributes)
* Azure AD: AD Connect (only Azure AD attributes)
* Powershell: complex to code

#| Active Directory Office 265
First name | | 1]
Initials | |
Last name | | 1
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Provisioning Users Efficiently: Attributes

* ADUC: manual
* Azure AD: HAHA
* Powershell: complex to code

General Account Contact Exchange Remote Mailbox Terminal 0CS/Lync/Skype Custom Attributes
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Provisioning Users Efficiently: Automation

* ADUC: NO!
* Azure AD: NO!
* Powershell: complex to code

Ceseriptin
pomation Mame : [utomationt
o tomatior lect Domain ;| ADSOLUTIONS DEMO
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Provisioning Users Efficiently: Workflow

* ADUC: NO!
* Azure AD: NO!
*  Powershell: NO!

Autsenation Categary © | User Automation . Select Domain
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W\ User Creation Templates

Layout View

Template Nzme: CreateUserTemplatel

Description:

Select Domain : | com

(% cr

(£ Copy User Armbutes | | % £n
@ Active Directory [] Office 265
General Account. Contact Exchange Remate Mailbox Terminal 0CS/Lyne/Skype. Custom Attributes office 365
General
s E—
Lastnanme E—

*Logon Name

FirstInitialLastname (all lowercase ¥ | @ [

Create your own naming format

FirstInitialLastname (all lowercase ¥ |,

*Logon name(pre-Windows
2000)

*Full name

First Name Lastname 7] eg.
Firstame LastName ¥] e

lay name

Employee 1D

Description

Ismith

John Smith

John Smith | [




DEPROVISIONING -
USERS
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Deprovisioning Users

* What are our needs/requirements for removing user accounts
— Delete user account on-prem AD
— Delete user account in Azure AD/Office 365

Mew Automation Policy

© Delete/Disable Policy

mion ey Hame 1 Auszmaton Bsleil

Select Domain : | ADS¢

Delete Palicy  Disabla Policy

Instant Tasks
Delete/Move Home F
Dekte Lsexs T Oelete Remate Term
Profites
Delete Rosming Profies
x (Disabiemaite Maiba: L Oelete Rosming Termins! Service Profles
Mailboxes & Other accounts
Delete User Mailbox permanently
Export User Madbox
Remose 0385 ieenses v st iyt
Run Custom Script
0365/G suite
@ x [Deleie Flome Foider 7]

Dsiete Office365 Account ManageEng in&)



Summary

*  What s hybrid?
* Provisioning users
* Deprovisioning users
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