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WHAT IS HYBRID?



What is Hybrid (for our definition)

• On-prem Active Directory

AND

• Azure Active Directory (AAD)



According to Microsoft



PROVISIONING USERS
EFFICIENTLY



Provisioning Users Efficiently

• What are our needs/requirements for new users

– Least privilege group membership

– Secure initial password

– Duplicate user name resolution

– Email setup

– User specific details (profile, home dir, login script, etc)

– User account on-prem and in Azure AD/Office 365

– All attributes configured, including custom attributes

– Automation

– Workflow



Provisioning Users Efficiently: Least privilege

• ADUC: copy user

• Azure AD: manual

• Powershell: list groups or point to list in file



Provisioning Users Efficiently: Initial password

• ADUC: manually enter

• Azure AD: manually enter

• Powershell: complex to associate with user during creation

• Random generators: net.exe, Powershell, excel



Provisioning Users Efficiently: Duplicate names

• ADUC: guessing game

• Azure AD: guessing game

• Powershell: complex to code



Provisioning Users Efficiently: Email setup

• ADUC: Clumbsy

• Azure AD: Exchange online

• Powershell: complex to code



Provisioning Users Efficiently: User specific settings

• ADUC: manual

• Azure AD: NO way!

• Powershell: complex to code



Provisioning Users Efficiently: On-prem and Azure AD

• ADUC: AD Connect (only on-prem attributes)

• Azure AD: AD Connect (only Azure AD attributes)

• Powershell: complex to code



Provisioning Users Efficiently: Attributes

• ADUC: manual

• Azure AD: HAHA

• Powershell: complex to code



Provisioning Users Efficiently: Automation

• ADUC: NO!

• Azure AD: NO!

• Powershell: complex to code



Provisioning Users Efficiently: Workflow

• ADUC: NO!

• Azure AD: NO!

• Powershell: NO!





DEPROVISIONING
USERS



Deprovisioning Users

• What are our needs/requirements for removing user accounts

– Delete user account on-prem AD

– Delete user account in Azure AD/Office 365



Summary

• What is hybrid?

• Provisioning users

• Deprovisioning users
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