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Password Policy Defined

Default Domain Policy contains default Password Policy
Password Policy
Account Lockout Policy
Kerberos Policy

Password Policy for domain users must be in GPO linked to domain

Can only be one Password Policy per domain using GP

Password Policy in GPO linked to OU only effects local users



Reporting on Current Password Policy

GPO reports fail to give current Password Policy

Tools to report on current Password Policy
Secpol.msc
GPMC - Group Policy Results
Dumpsec (portion)
Net accounts (portion)

ADManager Plus



Configuring Appropriate Password Policy

Need to defend against attacks
Dictionary
Brute force

Rainbow table

Length Is most important factor for secure password!
|deally password length should be over 20 characters

Use passphrases to help generate long passwords



More Than One Password Policy For the Domain?

Fine Grained Password Policies

Windows Server 2008 and greater
Configure using ADSIEdit

Still limited to options contained in GP



Reporting Fine Grained Password Policy

Tools
Manually using ADSIEdit

PowerShell



Monitoring Password Policy Changes

ADMP

Report
Advanced GPO Reports — Password Policy Changes

Alert
GPO Alert

Specify associated GPOs from current Password Policy GPOs



Monitoring Fine Grained Password Policy Changes

ADMP

Report

Profile Based Reports — Advanced AD Object Audit — Password Settings
Object Changes

Alert
Password Settings Object Changes Report



Authentication Protocols




Avallable Authentication Protocols

e Kerberos
e Mutual authentication

* Domain controllers authenticate using Kerberos Distribution Centers
* No portion of the password is ever transmitted over the network

* Attackers are prevented from capturing and replaying packets

* NTLMv2
* Mutual authentication
* No portion of the password is even transmitted over the network

* Allowed 128 character length passwords



Avallable Authentication Protocols

e NTLM
 |Introduced with Windows 3.1
e Same as LM

e LM
* First introduced in Windows 3.11
* Only upper case alphas supported
* Character set is limited to 142 characters
 Maximum length of password is 14 characters
* Algorithm breaks password into two 7 character chunks
e Algorithm uses a cryptographic one-way function



LANManager Authentication Protocols

Allow LM Authentications

Configured using Group Policy
Registry modification
LMCompatibilityLevel

Only “Refuse LM” options are secure

Metwork security: LAN Manager authentication level Properties |i|i"]

Local Security Setting | Explain

.;.I' Metworlk securty: LAN Manager authentication level

[Send MTLMvZ response onby -

Send LM & NTLM responses
I Send LM & NTLM - use NTLMv2Z session security if negotiated
= Send NTLM response onby

Send NTLMvZ response only. Refuse LM
Send NTLMvZ response only. Refuse LM & NTLM

|. oK | | Cancel




LANManager Authentication Protocols

Storage of LM Hashes
Configured using Group Policy

File Acton View Help

EI:: Local Security Policy
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—=J'_:!| Security Settings
g Account Policies
B (g Local Policies
g Audit Policy
g Lser Rights Assignment
& Security Options

| Windaws Firewall with Advanced Security
| Metwork List Manager Palicies

| Public Key Policies

| Software Restriction Polices

@ IP Security Policies on Local Computer
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Policy =

| Security Setting
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| Metwork access: Shares that can be accessed anonymously
| Metwork access: Sharing and security model for local accounts
. Metwork security: Do not store LAM Manager hash value on next...

Mot Defined
Classic - local users authentica...

_:,::] Metwork security: Force logoff when logon hours expire
_:,::] Metwork security: LAM Manager authentication level
| Metwork security: LDAP dlient signing requirements
| Metwork security: Minimum session security for MTLM 55P based ...
| Metwork security: Minimum session security for MTLM 55P based ...
| Recovery console; Allow automatic administrative logon
| Recovery console: Allow floppy copy and access to all drives and...
| Shutdowen: Allowe system to be shut down without having to log an
| Shutdowen: Clear virtual memory pagefile

- - e -

Enabled
Disabled
Send MTLMv 2 responss only

Megotiate signing
Mo minimum

Mo minimum
Disabled
Disabled

Disabled

Dizabled
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NTLM Authentication Protocol Controls

Updated for Windows 7/Windows Server 2008 R2
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File  Action VWiew Help
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j Security Options
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[ &l Computer Configuration ;I Policy = B
= [ Polides | Metwork security: Minimum session security for MTLM 55P based (induding secure RPC) dients
; Software Settings | Metwork security: Minimum session security for NTLM S5P based ({induding secure RPC) servers
= "'ﬁ"'?""j':""""s Settings | Metwork security: Restrict NTLM: Add remote server exceptions for NTLM authentication
| Mame Resolution Policy | Metwark security: Restrict NTLM: Add server exceptions in this domain
=1 Sn:ript.s (Start.up,u"Shutu:h:uwr | Metwork security: Restrict MTLM: Audit Incoming MTLM Traffic
= ?,E::]D-:L?Di::thnglliZEs | Metwaork security: Restrict NTLM: Audit MTLM authentication in this domain
- __:[I | ocal Policies | Metwork security: Restrict NTLM: Incoming MTLM traffic J
..:EI Audit Policy | Metwork security: Restrict NTLM: MTLM authentication in this domain
| Metwark security: Restrict NTLM: Outgoing NTLM traffic to remote servers

| Recovery console: Allow automatic administrative logon
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Restricting LM Authentication Protocol

Deny 100% with Group Policy
Causes issues with user accounts that require LM/NTLM

Typically include legacy services

Deny all but services and service accounts

Enforce minimum password length for domain users to above
14 characters

Allow service accounts to use password less than 14
characters



Reporting LM Authentication Protocol

Tools
Regedit (manually on each and every computer)

Secpol.msc



Monitoring Use of LM Authentication Protocol

Tools

Group Policy w/ Event Viewer (NTLM Log)
ADAP (Report and Alert)

Event Log Analyzer



Anonymous Authentication




Anonymous Authentication Basics

Designed to allow computer to computer communication

IPC$ share on each computer is communication gateway

(132) 7

Net use \\computername\ipc$ “’ /user:

Anonymous connections allow for “null user” access
Object properties

List shares



Anonymous Authentication Controls

Anonymous access Is controlled using Group Policy
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File  Action View Help
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= || Windows Settings
| Mame Resolution Policy
=i Scripts (Startup/Shutdowr
= 51'_:!| Security Settings
_:,::] Account Policies
=l __E] Local Policies
__E] Audit Policy
__E] User Rights Assigr

__E] Security Options
1| | b

| Metwork access:
| Metwork access:
| Metwork access:
| Metwork access:
| Metwork access:
| Metwork access:
| Metwork access:
| Metwork access:
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[ &l Computer Configuration ;I Policy = ]
= F'E_l|iEiE5 | Metwaork access: Allow anonymous SID/Mame translation
| Software Settings | Metwork access: Do not allow anonymous enumeration of SAM accounts

Do not allow anonymous enumeration of SAM accounts and shares

Do not allow storage of passwords and credentials for netwark authentication

Let Everyone permissions apply to anonymous users J
Mamed Pipes that can be accessed anonymously

Remotely accessible registry paths

Remotely accessible registry paths and sub-paths

Restrict anonymous access to Mamed Pipes and Shares

Shares that can be accessed anonymously
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b I

Chmrimm —md mmm b meads] Fae lam=] —mmm g




Reporting on Anonymous Authentication

Tools
Manually using Regedit

Secpol.msc



Summary




Summary

Password Policy
Authentication Protocols
Anonymous Authentication



Thank you!




Questions?

Derek Melber

derek@manageengine.com



